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Abstract:

Steganalysis is to identify the stego-image with various algorithms and methods associated with that. This paper is a clear
exhaustive survey of the survival of steganography methods against steganalysis that is explained with various kinds of
steganalysis methods. Based on the properties of steganalysis methods, categorization as well as the problem associated with each
of the category is summarized. It is intended to narrate the strength of steganalysis, improvements required to improve it against
vast number of steganography techniques.

1. Introduction:

Steganography is an art of hiding the existence of secret information in any digital media. Secret communication
techniques lead to breach in national cyber laws [1]. To overcome this issue steganalysis was introduced to find the existence of
the secret information in the images. Even though lot of steganalysis methods developed in short span of time, there are lot of new
techniques required to make a full-fledged system to find the existence as well as retrieval of secret information in it. Today most
of the digital data are transferred through internet. It is tedious to find the existence of the secret information through general
image analysis [5]. There are several image steganography methods, generally classified as spatial as well as transform domain
depicted in Figure 1. The pixel values are modified and the secret information is stored according to the modification on the basis
of spatial domain, whereas in transform domain pixel values are converted to transform coefficients and then the modification
made among the transform coefficients and it is again converted to pixel values with less modification depicted in Figure 2 and 3.
Most of the spatial domain methods are changing the Least Significant Bit of pixel values and in extraction phase it is identified
by the other algorithm. Discrete Cosine Transform and Discrete Wavelet Transform are the most common steganography methods
in transform domain [33]. Most of the steganalysis methods have a percentage wise detection among stego-image which trails
different kinds of techniques [32].

2. Steganography Methods:

There are number of image steganography methods, generally classified as spatial and transform domain presented in
Figure 1.

2.1 Spatial Domain Methods: The pixel values are directly modified in spatial domain methods. Recovery of secret message
depends on the modification among the cover image. Two kinds of spatial domain methods available as per recovery of secret
information. Recovering the data by comparing the stego-image with cover image is the first kind. Another kind of methods that
recover information without having the original cover in destination. Spatial domain methods are known for its capability to hide
high quantity of secret information.

2.1.1 LSB and MSB Embedding Method: Embedding the secret data in the LSB of pixel with some relevant techniques to
retrieve the data in destination. It is most common and easy to implement it in images with simple algorithms. LSB embedding
methods implemented with single and multiple biplanes [3]. A bitmap image is used as cover image for embedding the secret
message bits with AES cryptography and also for filtering noise, it uses Most Significant Bit method [23]. To avoid the changes
made among sensitive pixels leads to suspicion by steganalysis, LSB++ method was introduced instead of LSB+ [16].LSB
embedding steganography methods are applied in basic level steganography applications. This method becomes powerful when
the imperceptibility of the secret information is maintained.
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Figure 1: Types of steganography
2.1.2 LSB Inversion Technique: Secret message is converted as binary bits. The binary bits are embedded by inverting the
binary values of the image in random manner [24]. Two schemes have been carried out to hide the secret bits. In first scheme LSB
embedding in random manner. In second scheme cover image bits are inverted to create identification for the secret bits [25]. LSB
inversion techniques are applied in binary image steganography. One pixel can hold one bit of secret message. It is easy to
implement and tedious to reveal.
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Figure 2: Types of Image Steganography
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Figure 3: Types of Spatial Domain Steganography
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Figure 4: Types of Transform Domain Steganography
2.1.2 LSB Matching Method: By changing the values of LSB while embedding and based upon the changes made among it, the
secret information is retrieved in destination by comparing original image with stego-image. LSB matching is one of the strongest
algorithms known for its strength against steganalysis as well as cryptanalysis [22].To hide a binary image in a grayscale image,
values of binary images are inverted to reduce the number of binary 1’s and it is shuffled through a customized pseudo random
number generation algorithm [21]. LSB matching is applied for achieving imperceptibility, improved embedding capacity and
high security in steganography systems.
2.1.3 Plus or Minus Method: Increasing and decreasing the values of LSB or the pixel value by one or more will change the
original image into stego-image. Comparison of stego-image with original image, the secret information is retrieved from it
[14].Plus or Minus methods are implemented to achieve less variations in difference between original and modified pixel values.
The system implemented with Plus or Minus method is simple and easy to implement.
2.1.4 Pixel Value Differencing (PVD) Method: Two are more pixels selected as a block, based on the difference between those
pixels in which the secret bits are embedded in the pixel values. Sharper areas of image have higher difference between the pixels.
Those pixels are used in PVD method instead of soft areas of the image which have the similar valued pixels as well. Such
changes made among are visible to histogram attacks [8].Pixel value differencing and pixel indicator technique is combined
together with a pseudo random number generator for hiding secret message in a cover image was proposed for obtaining higher
Peak Signal Noise Ratio(PSNR) and security [20]. Steganography systems implemented with PVD methods are less exposed to
steganalysis methods. It is tedious to identify the natural correlation between the pixel values of stego-image.
2.1.5 Pixel Indicator Techniques: In the three channels of the color image, any of the channel is used as an indicator channel to
identify where the secret information is residing in other channels. It is easy to implement and resistance against statistical attacks
[17].To increase the accuracy of secret message retrieval, pixel indicator technique is proposed along with pixel value differencing
[20]. Pixel Indicator Technique is a simple and unique method to implement. It is easy to combine pixel indicator technique with
other spatial domain steganography systems to increase the complexity of recovery of secret message.
2.2 Transform Domain Methods: Physical properties of image are converted in to transform coefficients. Secret message bits
are embedded among those transform coefficient values and it is converted back as an image. Transform domain steganography is
known for its complex algorithms which made the intruder, hard to recover the secret information from stego-image [11]. It is
tedious to recover the information hidden through transform domain methods. Transform domain methods are applied in
steganography system to increase the security of the secret message to be hidden.
2.2.1 Discrete Fourier Transform (DFT) Method: DFT is implemented with set of harmonically-related complex exponential
function for the decomposition of a finite-length and discrete-time vector into a sum of scaled-shifted basis functions. Physical
properties converted with functions resulted as transform coefficients and literally known as frequencies. Secret messages are
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embedded in DFT coefficients. Image enhancement and correction implemented with DFT to achieve better security [12].
Generalizingthe ordinary Fourier transform with a power or angle parameter o, which controls the rotation of signals by Fractional
Fourier transform applied to hide the secret information in an image [4]. DFT is applied in steganography system with
harmonically-related complex exponential functions to avoid direct recovery of secret information by steganalysis methods.
2.2.2 Discrete Cosine Transform (DCT) Method: DCT is similar to DFT method. The only as well as powerful change is, DCT
uses cosine functions insteadof harmonically-related complex exponential functions. Cosine functions in DCT are easily
implementable than exponential functions in DFT. One dimensional DCT is implemented as well as coefficients of transform
domain are used to embed the secret bits [11].Lossy compression techniques are implemented in steganography system by DCT
methods.
2.2.3 Discrete Wavelet Transform (DWT) Method: The image is transformed to discrete wavelets and the secret bits are
embedded among wavelets by modifying its values. Again, the wavelets are grouped together and converted to pixel values to
form the stego-image. Sub-band of low-frequency of discrete wavelets which is processed to embed the secret data bits [27].
Secret messages are partitioned into small message blocks and it is embedded into the discrete wavelets. Wavelet based
steganography is implemented for getting high level compression ratio in images.
3. Steganaysis Methods:

Steganalysis methods find out the existence of secret information in a suspicious image. Steganalysis is a process of
revealing secret information hidden by steganography systems. Feature selection, classification and extraction algorithms carried
out in steganalysis. The type of steganalysis is depends on the necessity created to reveal the stego-image by steganalyzer. Types
of steganalysis are presented in Figure 5.

3.1 JPEG & DCT Specific Steganalysis Methods: To improve over-fitting problem as well as increase in detection accuracy
against the Gaussian noises or Salt-Pepper noise which is proven against other JPEG steganalysis methods. Sparse representation
plays the major role to detect the image with DCT coefficients [44]. Single classifier is used to find the secret bits in multi-
directional detection algorithms in DCT coefficients. Processing of multi-dimensional DCT consumes more computation time
than single-dimensional DCT which is easy to implement as well as can be processed with less consumption of time. To decrease
the time taken by multi-directional DCT and increase in detection rate, a new method isproposed with multi-direction transition
probability matrices [14]. Performance of detection is highly related with errors which occur during computation of image models.
To reduce the model errors in proposed work, by spread out of the detection in all scales in JPEG images. Neighborhood
classifiers that select a block of DCT coefficients to find the correlation between those values thereby to identify the relationship
between all them [22]. JPEG & DCT specific steganalysis methods focusing on transform coefficients with lossy data
compression techniques. It is hard to find out the correlation between transform coefficients after embedding secret messages in it.
Natural correlation between the pixel values are safeguarded in DCT & JPEG steganography which leads to revealing steganalysis

process as a tedious one.
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Figure 5: Types of Steganalysis

3.2 Only JPEG Specific Steganalysis Methods: Lempel-Ziv characteristics of complexity that leads to the large consumption of
physical properties as well as less in embedding rate. To achieve higher embedding rate using Lempel-Ziv characteristics of
evaluating steganalysis algorithm before applying to any image for performance appraisal as well as to achieve optimum
probability rate in achieving higher success rate [10]. Large number of features counted to 810 were used in their proposed work
to make the detection accurate. However, the work consumes computational time for testing its most of the features to succeed
against suspected images. This work is good against targeted attacks [39]. Several steganalysis methods are combined together to
increase the detection of stego-images against various steganography techniques. Probability Density Function(PDF) and
characteristic functions are used to find out the way other steganalysis methods intended to detect secret information [3]. JPEG
image format is most common and widely used. It is necessary to implement a steganalysis system with a JPEG specific module
of steganalysis to quickly reveal the secret message.

3.3 Multiple Methods Without Classifiers: Steganalysis is an art todiscover the survival of secret information in the cover
media. Image histogram, closest color pair, feature extraction, de-correlation of wavelet transform and characteristic function
methods are used to find the existence of secret information [12]. The new steganalysis methods are targeted and it becomes
weaker in spite of most of other steganography methods due to specific attacks [42]. There is no necessity of classifier if few
features are targeted in steganalysis. The narrowed targeted steganalysis doesn’t require a classifier and the secret message is
revealed through features and patterns.

3.4 Steganalysis with Single Classifier: Random forest employing Huffman code statistics which uses simple classifier for
steganalysis. This method is applied on image database to process 30,000 images. Advantage of this method is stronger in
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detection and it is only applied to the specific channels [38]. Steganalysis with single classifier is required when more number of
features have to extracted through steganalysis.
3.5 Steganalysis with Multiple Classifiers: Neural networks and super vector machine are the two classifiers with Bhattacharyya
distance method to extract the secret information from the stego-image. After classification of datasets, redundant features were
removed by the feature selection procedure [29] Selected number of features with three classifiers are used to detect the content of
stego-image gray level sub-occurrences with histogram methods as global confined leads to better steganalysis [6]. Single
classifier methods are known for its weakness due to less number of features. Multiple classifiers are required when more number
of features to be compared and detect the existence of secret information in it.
3.6 Block-based Steganalysis: Single classifier methods are weaker and detection rate is very less, comparatively with more than
one classifier. Instead of using a whole image to find the correlation, the pixel block-based detection has an advantage of
computational efficiency. In order to achieve higher detection rate and better computational efficiency, a method is proposed with
decomposition of image into blocks and the selected blocks are intended to find the secret bits. Tree Structured Vector
Quantization (TSVQ) method is to quantize the coefficients with minimal values which also solves over-fitting problem [28].
When feature size is higher than the computation complexity of the block-type steganalysis methods leads to higher time
complexity, which is not affordable. The methods are tested against uncompressed image database and the results are average, but
preferably better thanthe existing steganalysis methods [30,31]. To reduce time taken for computation steganalysis implemented
as block-based systems. It is necessary to implement block-based steganalysis methods when large amount of steganography
methods have to be tested by steganalysis methods for finding the existence of secret information.
3.7 Blind Steganalysis: The feature selection plays the major part to avoid higher computational complexity. A Localized
Generalization Error Mode I(LGEM) is proposed with optimized list of features as well as accuracy in selection of features against
variety of stego-images [43]. Various sub-bands of frequencies in distribution of statistical parameters and variety of feature
selection techniques are used to detect the secret information. The proposed works are to spot the existence, instead of
concentrating on computational complexity. There are no parameters given to predict the time complexity. Increase in detection
rate is higher than other composite methods which uses optimum feature selection from a list of successful feature detection
algorithms [40]. Statistical parameters are analyzed instead of testing the physical properties of the image with cross-validation
techniques which leads to higher detection efficiency [39]. Evidential K-Nearest Neighbors algorithm was proposed with
steganalysis to increase the performance of secret message identification comparably higher than existing ensemble classifier
steganalysis algorithm [26].
3.8 Other Steganalysis Methods: Increase in the risk of cloud computing as well as neural networks, steganalysis methods are
implemented by optimizing the cloud computing architecture as per the requirements of steganalysis algorithms. Fisher linear
discriminator, neural network and support vector machines are the three classifiers that propagate the detection operation among
network environment [9]. Dependencies in spatial domain is detection by processing inter-pixel values and its correlation. Spread-
spectrum techniques will lead to numerical difference between the pixel values which consumes less computational time than
other models implemented to increase the chance of detection [17].A universal method for the introduction of heterogenous
algorithm to find out the existence secret message instego-image. Large number of image databases were connected to carried out
most of the steganalysis algorithms in combined manner [7]. Requirement of independent steganalysis leads to blind steganalysis
which have statistical measures to improve the sensitivity of the steganalysis system.
4. Application of Image Steganography and Steganalysis Methods:

Steganography system depends on the characteristics security, embedding capacity, imperceptibility and reliability. It is not
necessary to achieve all of them in every method. Steganography methods with its application criteria is presented in the table 1.

Table 1: Steganography Methods with Application Criteria
Types Methods Application Criteria
LSB&MSB | e Basic level steganography method
Embedding e Good imperceptibility
method e Security is less against detection methods

¢ Binary bits are inverted to hide secret message
e Security depends on randomness
e FEasy to implement and hard to detect the secret message existence.
¢ Original image is necessary for secret message retrieval
e Highly secured steganography method.

LSB inversion
method

Spatial LSB Matching

Domain method o Imperceptibility is increased by deliberate randomness
Methods Plus or Minus | ® It is easy _to _imp_lem_ent the steganography system by this method.
method e Extra variation in histogram
o Effective when the value to be modified is less.
Retrieval of secret message is done without original image.
Pixel Value Difference value of consecutive pixel is modified to hide secret message.

Less variation in histogram.
Natural Correlation between the pixels affected by this method.
Achieves high security for the content hidden.

Differencing
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pixel Indicator | Original image not necessary for secret information retrieval.
Technique e Moderate Ieve! of security _
e Less complex implementation
Discrete . Convers_ion of pixel values to coefﬁcient‘s increa;es computing _time .
Fourier e Harmonically-related complex exponential function achieves high security for
Transform secret message
e Embedding capacity is less
Transfor Discrete . Preferred r_nethod of im_plementing steganography in transform domain due to
m Cosine its ease of.lmplgmerjtat!on
Domain Transform e Computation Time is higher than other methods
Methods e Compression techniques in DCT leads to moderate embedding capacity
Discrete o Spli_tting of secret information into high and low frequency components leads
Wavelet to h!gh_ security
Transform o Statistically undetectable method
e Less amount of data is hidden in a cover image than other methods.

Steganalysis methods are dependent to computation time, number of features, number of classifiers and the level of
implementation. These characteristics were the base for the creation of various steganalysis methods described in table 2.
Table 2: Steganalysis Methods with Application Criteria

Steganalysis Application Criteria

Methods
o Powerful method againstlossy compression based steganography
DCT & JPEG o Feature extraction is applied through multi directional search leads to a quick
Steganalysis detection
o Detection possibility is higher than other methods.
- o Detection rate on JPEG image is high
JgtEG SDEC'T'C o Large number of features defined to increases the possibility of detection in JPEG
eganalysis .
stego-image
Methods with no e Strong in feature specific detection method
Classifier o Weak against other steganography methods

o Number of features under a single classifier is an effective method for specific
detection on image database.

o Applied only for specific channels leads to a narrowed search.

o Possible feature extraction procedures are incorporated with multiple classifiers

Methods with
Single Classifier

Me,\t/lhl? Sisp\ll\é'th leads to h_igh Qetec_tion ratiq. _ 3
Classifiers e Computation time is extensively high because of more number of classifiers and
features.
Block based J Detet;tion methods on random blocks reduce computation time of steganalysis
system.

nalysi . L . .
steganalysis e Accuracy in block based detection is lesser than detecting an image as a whole.

o Unpredicted steganography methods are handled by blind steganalysis.
o Detection ratio is lesser than other steganalysis methods.

Blind steganalysis

5. Survival of Steganography:

From [18, 19, 34, 35, 36, 37], it is observed that huge number of images are transferred through internet every minute as
given in Table 3. This survey results include six different widely used social network applications taken from four different
references. It is tedious to implement a steganalysis system which is capable of handling all types of images with all types of
steganography methods. Even though an integrated system is implemented for finding the secret message in existence, there are
number of problems associated with such steganalysis system. Qmee, Go-Globe, Excelacom and DOMO are the organizations
who had surveyed regarding internet in 60 seconds.Second-to-second internet data transfer is being measured and updated in two
of the websites [18,19].In Go-Globe survey 4,86,000 images are transferred through whatsapp in a minute of time(Go-Globe
2016). For instance, if a steganalysis system focusing on whatsapp images that spends at least 10 seconds to find the existence of
secret information for each image, then it will take 56 days and 6 hours as a processing time for 4,86,000 images transferred in a
minute of time. Even though the computational time is reduced to Nano seconds, it has a less contribution to the system
processing speed. It is impossible to queue the images through the security system because the number of images are vast in
numbers. Accessing servers using steganalysis systems for detection leads to reduced server performance. Creating virtual server
space is also an expensive idea. Most of the steganography methods are unpublished which leads to less clue for a steganalyzer to
implement the steganalysis system and therefore steganalysis systems are not always considered to be complete. Some of the
pitfalls in steganalysis as indicated above leads to the survival of steganography methods predominantly.
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Table 3: Image Transfer in 60 Seconds

Applications Survey Results(Images per 60-second)

Considered Qmee 2013 Go-Globe 2016 Excelacom 2016 Giphy 2016
Instagram 3,600 56,000 38,194 24,30,555
Snap chat 1,04,000 2,80,000 5,27,760 No data
Tumbler 20,000 No data No data No data
Whatsapp No data 4,86,000 No data No data
Facebook No data No data No data 2,16,302

Giphy No data No data No data 24,30,555
6. Conclusion:

Intention of this paper is to have an exhaustive survey on how steganography is surviving against steganalysis methods.
From the above literature survey, it is observed that eventhough steganalysis methods are closer enough to detect the existence of
secret information on stego-images, most of the steganalysis algorithms are bigger in terms of collection of feature selection
algorithm and make use of several classifiers as well as features and consumes plenty of time for a single image as well. Every
day crores and crores of images are transferred through internet with different kinds of purposes; however, there is no filter
mechanism implemented to assess the image transfer. Existing targeted steganalysis algorithms are only used on specific images.
Even blind steganalysis methods detect the stego-image in specific channels. Very less possibility for creating an integrated
mechanism in detecting media files have a hidden content. Digital laws protect those media files and allow steganalysis to act as
the targeted analysis. Speed of data processing and transfer of data is necessary which will not go under invigilation of an
integrated system that causes considerable amount of waiting time in communication. Research works in most of the
steganography methods were unpublished; if they were published those methods could be revealed for steganalysis.Steganalysis
methods are to be implemented with futuristic approach such that reduced computation timeto make it easier to increase the
detection rate. In future, steganalysis implemented with withstanding ability will be on the rise; while it is implemented with
multi-level of classification techniques as well as enhanced feature selection methods for the purpose of achieving higher
probability detection rates.
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