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Abstract:

Adhoc wireless sensor networks are limited resources, self organizing, and infrastructure less networks. These networks
consist of deployed sensor nodes that sense and send information to the base station (BS) through the cooperative routing process.
Due to this all the nodes are mandatory to forward packet for routing even message is unrelated to it. So, all the nodes act as a
router to route the packet towards destination. This scenario can be utilized by the malicious node to cause the damage in the
network. Vampire attacks are similar attacks that deplete the node’s battery power by launching attack in the routing layer. These
“vampire” attacks are instance of resource dissipation attacks which works over time to permanently disable the network. Such
kinds of attacks are loop energy loss attack, carousel attack and stretch attack. Our proposed approach is lightweight trust scheme
to prevent the network from resource dissipation attack. In this, Lightweight means to less energy to trust value calculation, trust
value communication, attack detection and attack prevention. This paper proposes the lightweight trust scheme to prevent network
from loop energy loss attack and intuitions to bound the damages caused by the carousel and stretch attack in the Lightweight trust
scheme
Key Words: Resource Dissipation Attacks, Loop Energy Loss Attack, Power Draining Attacks, Routing Attacks & Trust Scheme
Introduction:

Ad hoc wireless sensor networks are power full combination of computing, communication and spatially distributed
sensor nodes, which have limited battery power with it. In this century there are wide ranges of application domains in ad hoc
wireless sensor network are health care systems [3], environmental monitoring[6], industrial machine monitoring[7], process
monitoring, asset tracking, target tracking [4], home automation and many more in future. In this growing technology various
issues and challenges are in research. Some of the core important research parts of ad hoc wireless sensor network are security and
routing. Especially, routing is unavoidable to any network in the world. So there are very serious routing infrastructure attacks in
ad hoc wireless sensor network which degrades the performance of the network and also lets to the resource dissipation.
Dissipation of resources mentionable is CPU processing time, bandwidth of the network and battery power etc.., specially this
resource dissipation attack can cause the higher degradation of network performance and resource wastage which may cause the
less application performance and network survivability. Some of the familiar attacks like Denial of Service (DoS) attack [9], [13],
[12], [11] Reduction of quality (RoQ), Routing Infrastructure attacks works over the time to completely deplete node’s battery
power is belongs to the instance of Resource dissipation attacks. There is another mentionable resource dissipation attack is
Vampire attack. Vampire is complicated to define, which can be defined with help of the causes of the vampire. Very important
cause of the vampire is to deplete the node’s battery in the network and make entire network shut down. Usually in wireless ad
hoc networks, packet transfer between source and sink is carried by the set of intermediate nodes between them. So a set of nodes
will be involved in the transmission packets between source and sink, spends its energy for transmission of packet Even though it
is irrelevant to it. All nodes are mandatory to involve in packet forwarding to the sink which can mention as cooperative process.
So, here any adversary node can spent very minimal energy to construct the message and sent to the sink. The Energy spent for
composing and sending message may be lesser that the cumulative energy spent for transmitting to sink. Considering this
adversary node can sent same number of packets as like a honest node in the network to cause maximum damage to the network.
So, vampire can be defined as a any malicious activity in the packet forwarding which cause more energy loss. Vampire which
causes higher cumulative energy level which may let to entire network shut down by spending minimal energy on launching
attack. Vampire spent very little CPU time to cause the huge cumulative energy loss in packet forwarding. Detection of vampire is
quite hard in ad hoc wireless sensor network due to its adhoc organization and vampire’s distinct characteristics from other
attacks. Even vampire can cause very huge energy loss to the various minimal energy routing protocol because these protocols
works with routing the packets with minimal energy which is not a limitation for the vampire. Vampire works over the time to
entirely shut down the network even in minimal energy routing protocols. Contributions: This paper makes four contributions.
First, to show the various kind of the vampire that causes the huge energy loss at the packet forwarding. Second we discuss the
vampire in clustered adhoc wireless network. Third, we introduce lightweight trust system to resist vampire in the network and
shows simulation results. Fourth, few intuitions to resist carousel and stretch attack, a kind of vampire (familiar directional
antenna attack is considered). Overview: Vampire not only causes the energy drain to the node, but indirectly it affects the
property of network survivability through the network partitioning. There are series of attacks that drains the energy are discussed
with examples in this part. First attack we take for discussion is Loop Energy Loss Attack. Loop Energy Loss Attack can be
defined as a same set of nodes take a loop to lose its energy. This can be considered as continuous sending and continuous
dropping of messages. Where continuous sending by the source node to destination node, in that one of the malicious intermediate
node continuously dropping packet as result packet never reaches the destination. But a set of nodes between source and malicious
node, cooperatively involved in continuous transmission is energy draining process. Here malicious node spent very small CPU
time to cause huge cumulative energy loss.
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Figure 1: Loop Energy Loss Attack

Figure 1 show the example of Loop energy Loss attack, where source node S transmit the packet to destination node D. there
N1,N2,N3,N5 are with the shortest distance intermediate nodes to reach destination node D. N5 is the malicious node which drops
the packet with the intention to generate the loop energy loss attack. Due to the continuous sending by source and continuous
dropping by the malicious node causes same set of intermediate node take a loop to drain its energy. Figure 2 shows the
simulation graph for loop energy loss attack in NS2 [5]. The 19 nodes are considered for the simulation and loop energy loss
attack is shown with different intermediate nodes. In loop energy loss attack as packet got dropped at the malicious node, the
packet progression and cumulative energy loss is only between source and malicious node. So, the graph shows the cumulative
energy loss between source and malicious node for different intermediate nodes, different no of packets. As intermediate node is
increase, the cumulative energy loss also increases is show in the graph. Energy loss is considered for different no of packets
transmission like 1packet (mentioned in red line), 10packets (mentioned in green line), 100packets (mentioned in blue) and
1000packets (mentioned in pink) with different no of intermediate nodes.
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Figure 3: Zoomed view for 1packet and 10packets

transmission

Figure 3 shows the zoomed view of 1packet and 10packet transmission cumulative transmission energy loss with different no of
intermediate nodes. This shows the more no of packets with more no of intermediate node will cause huge cumulative energy loss.
The second attack we discuss is Carousel Attack [14]. Carousel can be defined as transmission of same packet within the set of
nodes for infinite no of times by adversary. Adversary node causes its damage by creating loops among the nodes to drain its
battery level called carousel attack. Generally carousel attack not only drains the battery level of the nodes involved in
transmitting but also never delivers the packet to the sink. This put packet delivery unreliable. If more packets is looped within a
set of nodes this results in increased network traffic that lets bandwidth exhaustion. Figure 4 shows that the diversion of packet
from N5 to N3 instead of sending to D with the intention to form a loop by the malicious packet. So set of nodes involved in the
transmission of malicious packet within the loop will waste its energy in transmission.
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Figure 4: Carousel Attack Figure 5: Stretch Attack
Our third attack that drains energy is stretch attack [14]. In Stretch attack adversary node constructs the artificially
longest route so that packet traverses the longest path to reach the sink. When packet travels to the longest path with more number
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of intermediate nodes will also causes unwanted loss of energy due to the longest path and more intermediate node involve in
transmission. Stretch attack also increases the packet delivery time that lets to performance degradation for sensing applications.
Figure 5 shows the stretch attack, where shortest path is mentioned with the dotted lines and malicious route are mentioned as
dashed lines. Stretch attack that aims at increasing the path length. So that the packet should be transmitted by the more no of
intermediate nodes in compare to genuine path (genuine path are shortest path to reach destination). Figure shows the genuine
path in dotted lines with two intermediate node to reach destination and dashed line with malicious path consist of five
intermediate nodes to reach same destination. Malicious path consist of more no of intermediate nodes so cumulative energy
required for the transmission is also higher than the genuine path. The worst case of the stretch attack is when the packet reached
all the nodes in densely deployed adhoc wireless sensor network to reach its destination even there are genuine node. Maximum
damage can cause by the stretch attack is depending on the size of the network. For the better understanding figure 6 shows the
honest scenario, in that source nodel sends the packet to the destination node 6through the shortest genuine path, the packet
transmission is mentioned with arrow mark. The figure 7 shows the stretch attack for the same scenario. The packet transmitted by
the nodel travelled through the longest path to reach destination is show with arrow mark. In the same figure carousel also
mentioned between set of nodes (node9, nodel8, nodelO, nodel3, nodel5). The packet send by the nodel2 has to reach
destination nodel6 instead packet took its way to node 15 and forms the circular path.
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Figure 6: Honest Scenario

Figure 7: Stretch and Carousel Scenario

Generally these attack can be bounded by defining packet time to live (TTL) according to the diameter of the network. If the no of
nodes n the network is pre known then graph — theoretic technique can be used to calculate the diameter of the network. Still
intelligent adversary can change the path length and TTL to the higher values to cause damage. But it is unformulated how to
discover and secure to work with TTL values. To calculate the network diameter there few algorithms that can be accurate even in
adversary presence [21] [17]. Those algorithms also need few works to be formulated to make it suitable for various scenarios.
Related Work:

In this paper we propose lightweight trust system to resist the vampire attack in adhoc wireless sensor network. There are
various work related to the energy draining attacks. Such attack is denial of sleep attack [25] which considered in the MAC layer
but our adversary works on the routing layers of various protocols to launch attack. J.-H. Chang et al. proposed the energy
efficient routing algorithm for the transmission of packets. Main objective of maximum lifetime routing in wireless sensor
network [29] paper is to maximize the network lifetime. And also paper emphasis that power consumption is closely coupled with
route selection. Even though paper deals with maximization of network lifetime by means of routing our adversary is long term
attack that can work over long time to disable entire network. Yih-chun hu et al. proposed the protocol called Ariadne [22]. The
goal of the paper is to prevent the denial of service attack (DOS) and prevent the uncompromised route. Ariadne protects against
the adversary causing the invalid network path but vampire uses the valid network path for attack. Y.-C. Hu et al. discusses about
detection of wormhole attack [15], a serious and challenging attack even possible in all the communication that follows
authenticity and confidentiality. Wormhole attack is also possible without compromise any host. This attack tunnels from one
location to another location. Wormhole can influence the attacks like DOS, disrupt routing, and gain unauthorized access. This
paper proposes detection of wormhole using the packet leashes. They are categorized to two types of leashes geographic leashes
and temporal leashes. Geographical leashes are constructed by using the nodes own location and loosely synchronized clock.
While sending the packets, sender adds its own position Ps and sending time Ts to the packet. At the time of receiving, receiver
compares value with its own position. Considering temporal leashes, messages are added with the time Ts at sending, in the
receiver side receiving time is compared with the received packet where all the nodes are tightly synchronize. But these are the
costly method will not me suitable for a lightweight system. M.G. Zapata et al. discuss an overview of security architecture for
mobile ad hoc networks (SAM)[8]. The goal of SAM is to ensure the exclusion of selfish nodes, node authentication, and
pseudonyms and secure routing. The secure routing protocol prevents against ignoring route request, directing the packet to
longest non optimal path and invalid network path or route disrupt. But vampire does not cause invalid path, disrupt route or alter
discovered path. Instead it uses the valid network path for the attack to cause the energy drain. R.C. Shah et al. proposed a paper
on energy aware routing for low energy ad hoc sensor networks [30] which aims at the important metric called network
survivability which is very use full metric for routing protocol performance. And also author suggest that always choosing lowest
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energy path for routing will not be suitable for long term connectivity and network lifetime. Author proposed new energy aware
routing which uses sub optimal path occasionally to obtain substantial gains. Our Adversary can still increases the energy even in
Energy aware scenario because of long term availability. The protocol called clean — slate sensor Network routing [10] is also
known as PLGP. This protocol is designed for secure communication even in presence of adversary in the wireless sensor
network, which is so efficient and highly resilience to the active attacks. Even PLGP is secure protocol for ad hoc wireless sensor
network, is still vampire presence will cause huge loss to energy. Author considered the familiar directional antenna attack which
takes packet from one part of the network to other part of the network. So the node receive the packet will not know, from whom
the packet is received. Receiving node has only known the packet and its destination network address. So receiving node cannot
assure that packet it received is travelled and travel closer to the destination. But receiving legitimate node has only provision of
taking the packet further closer to the destination. If the packet reached the other corner of network by the adversary, packet has to
traverse long distance to reach its original location, which is the sink. This may cause cumulative energy loss and nodes involved
in transmission. Assume that again the same packet comes to the same adversary. If this happen again and again this may be the
worst case can causes the carousel attack which may result in huge energy loss to the set of nodes or all the nodes in the network
who involved in packet forwarding. In the existing PLGP forwarding phase is modified to resist vampire The modified version of
the PLGP is PLGPa [14], which is abbreviated as PLGP with attestation. . Every packet traverse in the PLGPa network is chain
attested by the forwarding node in network. With that every node receiving can verify that packet is closely progressed towards
the destination or not. Even in malicious or non malicious environment all the nodes process the packet should attest and verify.
This is a heavy weighted process. If the environment is non malicious then, this attestation and verification itself an energy
draining process

Analysis of Vampire Presence in Clustered Network:

Aim of the vampire is to devastate the energy of the node to shut down and reduce the network life time. Still the
vampire is less effective to make damages in cluster adhoc wireless network architectures due to clustered routing and Trust
managements. There is various clustered based architecture [28] available for adhoc networks. Clusters are nothing but virtual
groups. In other words nodes in network are partitioned to many small groups called clusters. Each cluster have a leader to
perform network related operation like routing, trust management..etc., this leader is called as cluster head. Cluster heads are
elected with various election algorithms. Generally the cluster election algorithm uses the parameter like computing power,
memory, and energy level of the node to choose as a good cluster head. Members with in the cluster are called cluster members.
Cluster act as a gateway for the all the operation within the cluster. Communication among the nodes considered to be Inter cluster
communication and intra cluster communication. Important benefits of using clustered architecture are limited energy, Network
life time, resource efficiency, limited abilities, and application dependency. In the clustered architecture vampire cannot cause
more damage. Assume that there are 100 nodes in the network with 10 clusters and cluster head. So, route discovery, route
maintenance and packet forwarding are handled by the clustered head where all the communications are limited to the cluster
heads as a first level so vampire is limited to cause the damage due the organization of clustered architecture.

Lightweight Trust Scheme to Resist Vampire:

Trust schemes are multifunctional control mechanism that establishes connectivity with the trusted nodes in neighbors
and also helps to find the trusted routing path for reliable communication. Every node in the network has to calculate the trust
values by observation of the neighbors when they do communication with it. There are two familiar known methods to find the
trust value of the node. One is through the direct method. In direct method every node directly calculates the trust values of its
neighbors by referring to the history of successful and unsuccessful interactions. Another method is indirect method, in that
remote feedback about the node is collected from its neighbor nodes or other nodes in the network. As adhoc routing is a
collaborative scheme, trust mechanism can help routing protocol to do the reliable packet transfer in the hostile environment.
Basic idea of the trust system is to decide what to do from the history of activities and its results. Very important part of the trust
system is trust estimation. If the trust estimation scheme is worthless in identifying misbehaving and malicious node that will
highly degrades the performance. So trust estimation plays important role to find trusted and entrusted nodes in the open and
hostile environment of adhoc wireless sensor network. Trust system supports the adhoc wireless sensor with assisting routing,
security and control. Considering the densely deployed sensor nodes in the large scale environment, every node in the network is
employed for sensing the information of its region which is the primary motive of deployment. Addition to it, all the node should
work for routing, route maintenance and secure against the routing attack. So to make efficient and ease of operation clustered are
employed in adhoc wireless sensor network. Clustering is grouping the set of nodes which are governed by clustered head for all
the activities like routing, route management...Etc, the entire node in the cluster will send the sensed sensitive data to the clustered
head. Cluster head takes the in charge to aggregate the data of clustered region and routing it to the base station [24]. The security
concern, instead of making all the nodes with the heavily weighted code to secure against the attacker it is highly efficient to
employ clustered head to work towards security. If the cluster formation and reliable cluster head election algorithms are efficient
and lightweight, then the performance will be good. Clustering can also improve the throughput and scalability of the network
[18]. Bringing the trust mechanism to the clustered architecture will add many more benefit for secure adhoc wireless network
design. Cluster head can be assigned to find the faulty, misbehaving malicious node within the cluster. Indirect method of
estimating the global trust value will become easy by using the cluster head. Cluster is also responsible for trusted route
establishment to reach the base station. As our adversary targets the draining energy and nodes are limited with resources. The
system we design to resist vampire like attack should be lightweight and energy efficient system. We choose LDTS — lightweight
and dependable trust system [20] for clustered wireless sensor network to resist vampire like resource dissipation attack in the
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network. In the various trust schemes indirect method is done through broadcasting feedback messages to the other nodes.
Broadcasting for the remote feedback collection will not be a efficient scheme. In the paper [20], all the nodes in cluster will sent
the remote feedback about the neighbors periodically to the cluster head (CH). Whenever cluster members (CM) need feedback
about the particular node it doesn't need to broadcast instead it should sent one request to the CH. Cluster head will reply to the
requested node with the trust value. Some trust scheme fails to make dependability as adhoc wireless sensor network is open and
hostile environment. There is the possibility of getting wrong or malicious feedback from the malicious node. So the dependability
of the system is ensured in this scheme with Global Trust Degree (GTD) evaluated with help of the aggregated remote feedback
collected from all the nodes. This scheme uses the less memory overhead and less transmission overhead while handling trust
values. Less over head in communication influences the less transmission power will be required for transmission of trust values.
We propose MLDTS as a lightweight trust scheme to resist loop energy loss attack which is the instance of resource dissipation
attack. MLDTS is Modified LDTS for clustered adhoc wireless network. We use AODV protocol for routing purpose [1],[2].
Nodes in the network are grouped as clusters using the clustering scheme [16] and [19]. The integrity of the trust values
transmitted between the nodes through the communication channel are ensured using key management schemes [22],[26], [27].
Otherwise intelligent malicious node can modifies thee the trust values when they are at transmission in the channel. AODV [1] is
one of the on demand routing protocol and well flexible for dynamic self starting networks. Once the cluster formation and cluster
head election is over, nodes in the network are ready to communicate. Whenever node interact with the another neighbor node in
the network, the node transmitting the packet should observe that node is receiving the packet or not and it forwarding to the next
node or not by using the promiscuous mode. The trust value can be mention between 0 and 10, so that they need very less memory
(0.5 byte — 4bits) to store and less energy to transmit. If the nodes Ni transmit the packet to node Nj then node Ni will observe and
increment the value of the successful interaction if successful. Or else Nj is not transmitted in the mentioned threshold then Ni
record the unsuccessful interaction minus one for the node Nj. From the values of successful and unsuccessful interaction trust
values can be calculated by using the following formula for CM — CM, CH — CH trust calculation

- 10 x 5, (A) i
Tv‘-.!l['ﬁﬂ - "("ry(’ﬁt) -+ ’i.’.;u_y(if)) ( \ ”L:c,y(fﬁt) )“

Where I is the nearest integer function, Z=+(2%) js the trust value of node x for y. At is the window time, it is used to mention
the time till the trust values are valid. After to the mentioned time history of experience will be discarded and system will start to
record the new experience and trust values. *=+(A?) is the successful interaction of node x with the node y. w.(At)is the
unsuccessful interaction of node x with the node y. in the formula

1/ /g o (AL)
is used to punish the node by reducing the trust values to the node to those suddenly changes its behavior to be malicious. For
example if node x has 10 successful interactions and 1 unsuccessful interaction then the trust value is 9. In other case, node x has
the 10 successful interaction and 2 unsuccessful interactions with the trust value of 6. Every node maintains the trust value in the
matrix form. Cluster head also do the same to maintain the trust values when it interacts with other Cluster heads. But cluster
members will periodically send the trust values of the other nodes to the cluster head. In CH — CM trust calculation Cluster head
aggregate and calculate the GTD of the CM using the formula

Rty (A1) = [10 x E(p(plr,v)]

Where |1 is the nearest integer function. Posteriori probabilities of binary events are mentioned with p. r is the positive feedback
of the y taken to the account when the trust value is greater than 5. V is the negative feedback counted to the account when trust
value is lesser than 5 from the cluster members about y. so the probability expectation value for the beta distribution of p,r,v is
given in the following formula

. T _|_ l

Ee(pirv) = o5

By using the same method BS — CH GDT trust for cluster heads are calculated. From the discussed formulas we can clear
understand that calculation of trust value by CM, CH and BS are simpler and efficient. Whenever the packets dropped or failed to
forward by the node are identified by the sender’s observation. Then the sender will increment the unsuccessful interaction
counter as a result, trust value of the node will become low. If the trust value is poor then node will not be considered as a trusted
node and packet will be diverted to the alternate node that has a higher trust value. Through MLDTS we can avoid the Loop
Energy loss attack that drains energy. Figure 8 shows the graph for packet delivery ratio at different time, with three malicious
nodes which launches the Loop energy loss attack in the network. In the initial stages of communication PDR is decreased
because of the malicious node but our proposed system has improved the PDR by finding the trusted node and trusted route to
route the packet. After the few communications malicious node will have the poor trust value and they will be discarded by the
other genuine nodes for packet forwarding. This discarding will make the good connectivity with the trusted nodes will results in
stable and higher PDR in the network.
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Figure 8: Packet Delivery Ratio

MLDTS is suitable to resist most of the energy draining attacks like carousel and stretch attack. In the paper [14] author justifies
stretch and carousel using the familiar directional antenna attack. In that, this directional antenna take the packet at one location of
the network and deposit to another part of the network that is not related to the path to reach destination. Now the packet has to
travel long distance to reach the destination, this is considered as a stretch attack. If the same packet again and again comes to the
adversary and adversary throws the packet again and again to the other part of network is the carousel attack. We discuss the
intuitions in MLDTS to resist the carousel and stretch due to the directional antenna attack. Any node sending the packet or
forwarding the packet should digital signature the packet with its identity. Any node receiving the packet should verify and
identify the sender and lookup whether sender is the neighbor or not using routing table. If it is not a neighbor then the packet is
diverted or sends by the adversary. Any packet can be received only from the neighbors who are within the coverage. So, node
signed in the packet is not a neighbor of the receiver then the packet is forwarded by the adversary. So by dropping the malicious
packet we can avoid energy draining in the network. There are many solutions for resource dissipation attacks in routing layer,
making modification to the routing layer to resist resource dissipation attacks will make the routing algorithm complicated and
these solutions will be energy draining process in non malicious environment. There are three parameter of the network to assure
the performance of the network. They are shortest reliable route, less energy to transmit and less delay to reach destination. If
these are good in the network we can say network operations are not intervened by the malicious node, because malicious nodes
only reduce the performance of these parameters to degrade the performance. Our adversary with the intention to reduce the
energy of the nodes in the network so at some point of time complete network will shut down due to individual node energy
draining by the attack. Other two parameters are indirect aim of our adversary to cause damage. As our adversary is the long term
availability. They are difficult to bound the damages caused. So, our proposed lightweight trust scheme can resist these types of
resource dissipation attack efficiently.

Conclusion:

In this work, we proposed a Modified LDTS for clusterd adhoc wireless sensor network to efficiently detect and prevent
network from vampire attacks which aims at draining the enrgy of the nodes. Proposed scheme is not only efficient but it is energy
saving scheme to deal with the limited resource network. The goal of the vampire to devaste the energy, in contrast proposed
scheme saves the energy for trust value estimation and trust feedback communication. Addition to that, clustered architecture also
limits the damages caused by the vampire. we proposed scheme to resist the loop energy loss attack in the network which is the
instance of resource dissipation attack. More to that, some intuitions are given to bound thecauses of carousel and stretch attack.
In the cooperative environment like adhoc network, need the trust scheme to prevent the network from malicious activity. Our
proposed scheme needs less memory to store trust values and less communication over head in remote feedback collection
compared to the other trust schemes. Our proposed system is lightweight by means of calculation, communication, detection and
prevention of resource dissipation attacks. As a future work intuitions given in the paper can be stimulated to analysis the
performance in the malicious environment. And also energy draining attack in route and topology discovery phases are left for the
future work.
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