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Abstract: 

Our attacks rely on the combination of publicly available information: click analytics from URL 

shortening services and metadata from Twitter. The goal of the attacks is to know which URLs are clicked on 

by target users. We introduce two different attack methods: (i) an attack to know who click on the URLs 

updated by target users and (ii) an attack to know which URLs are clicked on by target users. To perform the 

first attack, we find a number of Twitter users who frequently distribute shortened URLs, and investigate the 

click analytics of the distributed shortened URLs and the metadata of the followers of the Twitter users. To 

perform the second attack, we create monitoring accounts that monitor messages. This work represents 

inference attack on browsing information in public click analytic in twitter metadata from all followings of 

target users to collect all shortened URLs that the target users may click on. We then monitor the click analytics 

of those shortened URLs and compare them with the metadata of the target user. 
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Introduction: 

Overall Description: 

We proposed system attack methods for inferring whether a specific user clicked on certain shortened 

URLs on Twitter. Our attacks rely on the combination of publicly available information: click analytics from 

URL shortening services and metadata from Twitter. Two different attack methods: (i) an attack to know who 

click on the URLs updated by target users and (ii) an attack to know which URLs are clicked on by target users. 

To perform the first attack, we find a number of Twitter users who frequently distribute shortened URLs, and 

investigate the click analytics of the distributed shortened URLs and the metadata of the followers of the 

Twitter users. To perform the second attack, we create monitoring accounts that monitor messages from all 

followings of target users to collect all shortened URLs that the target users may click on. Then monitor the 

click analytics of those shortened URLs and compare them with the metadata of the target user. 

System Architecture: 

 
Problem Definition: 

There are several types of history stealing attacks. First, attackers exploit cascading style sheet visited 

styles. They use the fact that browsers display visited links differently from unvisited links. They analyze 

behaviors of each browser related to CSS visited styles and build a system to detect browsing history of users 

efficiently. Second, attackers exploit browser and DNS cache to conduct history stealing attacks. Felton and 

Schneider describe attack methods using browser and DNS cache.  Third, some researchers propose attack 

methods to steal browsing history using user interactions and side-channels. They also use a webcam to detect 
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the light of the screen reflected at the user’s face, which can be used to distinguish the colors of visited from 

those of unvisited links. The conventional history stealing attacks usually assume that victims visit a malicious 

web page or victims are infected by malware. 

Module List: 

 URL Shortening Services. 

 User Posting Message using shorter URL. 

 Browsing history of public click analytic  

 Inference attack to identify URL user 

 To prevent the user privacy.  

Module Description: 

URL Shortening Services: The twitter user create own identification based on URL through web server. This 

web server verify to formation of shortened URL i.e., google-goo.com etc. Our attacks rely on the combination 

of publicly available information: click analytics from URL shortening services and metadata from Twitter.  

Two different attack methods 

 
User Posting Message using shorter URL: User posting message through using shorten URL based on public 

click analytic. Some URL shortening services also provide click analytics about each shortened URL. 

Whenever a user clicks on a shortened URL, information about the user is recorded in the corresponding click 

analytics. The click analytics is usually made public and anyone can access it 

 
Browsing History of Public Click Analytic: To perform the first attack, we find a number of Twitter users 

who frequently distribute shortened URLs, and investigate the click analytics of the distributed shortened URLs 

and the metadata of the followers of the Twitter users. 

 
Proposed System: 

 We proposed system attack methods for inferring whether a specific user clicked on certain shortened 

URLs on Twitter. Our attacks rely on the combination of publicly available information: click 

analytics from URL shortening services and metadata from Twitter.  

 Two different attack methods: (i) an attack to know who click on the URLs updated by target users and 

(ii) an attack to know which URLs are clicked on by target users. 

 To perform the first attack, we find a number of Twitter users who frequently distribute shortened 

URLs, and investigate the click analytics of the distributed shortened URLs and the metadata of the 

followers of the Twitter users. 

 To perform the second attack, we create monitoring accounts that monitor messages from all 

followings of target users to collect all shortened URLs that the target users may click on. Then 

monitor the click analytics of those shortened URLs and compare them with the metadata of the target 

user. 

 Some URL shortening services also provide click analytics about each shortened URL. Whenever a 

user clicks on a shortened URL, information about the user is recorded in the corresponding click 

analytics. The click analytics is usually made public and anyone can access it. 

 The attack system chooses a target Twitter user and extracts his or her information from Twitter. The 

system monitors the click analytics of all shortened URLs posted by the followings of the target user. 

 The system compares the information about the visitor with the known information the target user. If 

both pieces of information match, it infers that the target user clicks on the shortened URL. 
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Advantages: 

 Efficient for specific user click on curtained shortened URL. 

 Easily to prevent user privacy accuracy. Information matching process is more accuracy. 

Dataflow Diagram: 

 
Level-0: 

 
Level-1: 
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Level-2: 

 
Implementation: 

 We proposed system attack methods for inferring whether a specific user clicked on certain shortened 

URLs on Twitter. Our attacks rely on the combination of publicly available information: click 

analytics from URL shortening services and metadata from Twitter.  Two different attack methods: (i) 

an attack to know who click on the URLs updated by target users and (ii) an attack to know which 

URLs are clicked on by target users. 

 To perform the first attack, we find a number of Twitter users who frequently distribute shortened 

URLs, and investigate the click analytics of the distributed shortened URLs and the metadata of the 

followers of the Twitter users. 

 To perform the second attack, we create monitoring accounts that monitor messages from all 

followings of target users to collect all shortened URLs that the target users may click on. Then 

monitor the click analytics of those shortened URLs and compare them with the metadata of the target 

user. 

 Some URL shortening services also provide click analytics about each shortened URL. Whenever a 

user clicks on a shortened URL, information about the user is recorded in the corresponding click 

analytics. The click analytics is usually made public and anyone can access it. 

Future Enhancement:  

The future is to validate the correctness of our inference. To clarify, suppose that our system infers that 

a Twitter user A visits a shortened URL U. We collect the timeline and the favorites of the user A and check 

whether a tweet containing the shortened URL is exists. Twitter users include URLs in their tweets and favorite 

tweets with URLs only when they previously visit the URLs. 

Conclusion: 

 Proposed inference attacks to infer which shortened URLs clicked on by a target user. All the 

information needed in our attacks is public information: the click analytics of URL shortening services and 

Twitter Meta data. To evaluate our attacks, we crawled and monitored the click analytics of URL shortening 

services and Twitter data. check whether a target user includes the URL inferred as visited in his (re)tweets or 

favorites it in the near.  
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